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Reprogrammable devices such as Field Programmable Gate Arrays (FPGA's) are highly 
attractive options for hardware implementations of encryption algorithms and this report 
investigates a methodology to efficiently implement block ciphers in CLB-based ... 
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The Secure Shell (SSH) protocol is one of the most popular cryptographic protocols on the 
Internet. Unfortunately, the current SSH authenticated encryption mechanism is insecure. In 
this paper we propose several fixes to the SSH protocol and, using techniques ... 
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The secure shell (SSH) protocol is one of the most popular cryptographic protocols on the 
Internet. Unfortunately, the current SSH authenticated encryption mechanism is insecure, 
this paper, we propose several fixes to the SSH protocol and, ... 
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IDEA is a symmetric block cipher with a 128-bit key proposed to replace DES where a strong 
encryption is required. Many applications need speed of a hardware encryption 
implementation while trying to preserve flexibility and low cost of a software 
implementation. ... 
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There are rising concerns about data security in our society. Strong cryptographic systems 
provide a primary means of dealing with these concerns. Since encryption algorithms are an 
integral component of any cryptographic system, computer science students ... 
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A central focus of modern cryptography is to investigate the weakest possible assumptions 
under which various cryptographic algorithms exist. Typically, a proof that a "weak" primitive 
(e.g., a one-way function) implies the existence of a "strong" algorithm ... 
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With the expiration of the Data Encryption Standard (DES) in 1998, the Advanced Eneryption 
Standard (AES) development process is well underway. It is hoped that the result of the AES 
process will be the specification of a new non-classified encryption ... 
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There is a wide disparity between cryptographic algorithms as specified by researchers and 
cryptographic algorithms as implemented in software applications. Programmers are prone to 
implement poor key management, make mistakes coding the algorithm, and ... 
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While cryptographic algorithms are usually strong against mathematical attacks, their 
practical implementation, both in software and in hardware, opens the door to side-channel 
attacks. Without expensive equipment or intrusive monitoring, these attacks ... 
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The emergence of the Internet as a trusted medium for commerce and communication has 
made cryptography an essential component of modern information systems. Cryptography 
provides the mechanisms necessary to implement accountability, accuracy, and 
confidentiality ... 
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The Secure Socket Layer (SSL) and its variant, Transport Layer Security (TLS), are used 
toward ensuring server security. In this paper, we characterize the cryptographic strength of 
public servers running SSL/TLS. We present a tool developed for this ... 
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Security-typed languages promise to be a powerful tool with which provably secure software 
applications may be developed. Programs written in these languages enforce a strong, global 
policy of noninterferencewh\ch ensures that high-security data ... 
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The emergence of the Internet as a trusted medium for commerce and communication has 
made cryptography an essential component of modern information systems. Cryptography 
provides the mechanisms necessary to implement accountability, accuracy, and 
confidentiality ... 
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Current constructions of cryptographic primitives typically involve a large multiplicative 
computational overhead that grows with the desired level of security. We explore the 
possibility of implementing basic cryptographic primitives, such as encryption, ... 
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Skype is a very popular Vol P software which has recently attracted the attention of the 
research community and network operators. Following a closed source and proprietary 
design, Skype protocols and algorithms are unknown. Moreover, strong encryption ... 
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One of the most common forms of security attacks involves exploiting a vulnerability to inject 
malicious code into an executing application and then cause the injected code to be executed. 
A theoretically strong approach to defending against any type ... 
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We study protocols for strong authentication and key exchange in asymmetric scenarios 
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Skype applies strong encryption to provide secure communication inside the whole Skype 
network. The communication ports of clients are chosen randomly. As a consequence, 
traditional port based or payload based identification of Skype traffic cannot be ... 
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